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Executive Summary

ClOs many not be happy about the amount of time and money it takes to protect corporate data
assets, but the key question is thiare there solid plans iplace for protecting the company in

0KS S@SyiG 2F | RA & kbasédhdkless dnyronnéhRwhenbasingd® Y LJdzi S NJ
critical servers are down, what matters is tirteerecovery. When a disaster hits, recovery often

starts with baremetal servers thahave to be recovered to fuproduction levels as fastsa

possible.

This white paper discusses the drivers for baretal recovery solutions and the current options

and issues associated withbayeS i  f NB O2OSNRB S FyR 2dzif AMfgfSa K24 9:¢
bare-metal recovery addresses this hot issue. In additomih the valueand the limitationsof

the HomeBase solutioare reviewed, based on engser feedback from longme HomeBase

customers Key benefits of the HomeBase bamgetal recovery solutio aresummarizedclosing

with an overall Focus Assessment.

Market Drivers for Bare-Metal Recovery

Disasters come in many formboth natural (floods,
hurricanes, tornados, earthquakes, etc.) and rmaade al/ 2YLI yA Sa 2
(bombings, terrorist attacks, catastrophic acgcitie etc,). need to be assured that
Over the last decade, awareness that disasters can destroy| .

company has risen markedly. On a smaller scale, even tho they have th_e ab”'ty to
companies employ all sorts of mechanisms to protect their BESSIIERIIE[EES
environment against hardware failures, failures happen. In operations quickly, either
the event of a disaster, large or smathmpanies of all sizes IocaIIy or at another

need to be assured that they have the ability to resume . e

business operations quickly, either locally or at another location, within twenty-
location, withintwenty-four to thirty-sixhours of the disaster, [R{e]S @R {alIa\ES P aalel0I =Ko}

or else face clorei their doors permanently. the disaster, or else face

To protectcorporate assetfrom dataloss due tchuman CIO§|ng their dPOrS,

error, most companies have developed backup capabilities. JURSTNN) A1 ERYASTVAT N -
However, many companies have overlooked the need to
recreate the servers themselvethe entire server from
bare hardwarejn the event the servers fail or are physically destroyed. Some have considered
it, but in the past, could not financially justify the expensadditionalhardware, planning and
testing. A muckeited study in Contingency Planning and Managatifound that 40 percent of
businesses that were shut down for only three days, failed within three years. This type of
information has given many businesses the financial push they needed to address this issue as
part of their standard practices.

Howe\er, addressing server recovery has been challenging due to a variety of factors which
complicate the process. The complexity of configuration and state information within the
operating systems (particularly with Windows) is often compounded by the leakyof

automated change management process, resulting in a sea of undocumented changes to OS
areas such as the registry. In addition, either the hardware used to recreate the servers at the
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new site must be exactly the same as the original hardware (whiclsignificantly increase

costs), or the recreation must be able to work across dissimilar hardware. Lastly, the large size
of OS images can limit the practicality of server imaging within a reasonable time frame and
over limited bandwidth. All of theséhallenges require careful consideration and planning when
evaluating server recovery.

The process of recovering one or more
application environments onto a physical ) »
server with no operating system or configuration a

applications prdoaded (baremetal), and . Lack of change man

ringing i k ion h ‘
bringing it kack to a production state that in undocumented chang
exactly mirrors the original production

application environment is known as bare patches and registry chang

metal recovery (BMR). BMR is often . Dissimilar hardware at recovery s
performed usingvhateverhardware is

available at the time, making the recovery - Bandwidth limitations making offsite
that much more complex. To eemplish this transfer of large images impractical

level of recovery, simply backing up

application data or using disknaging schemes, is not enough. Configuration and state
information - operating system, user, and applicatiomust be captured and retained as well.
9a/ Qa | 2 Y SnetaldeSovedylsdBomffers an excellent example of how to deliver
this critical capability, facilitating bam@etal recovery of production systems.

Bare-metal Recovery Options

A number of options are available to businesses for BMR. They span a wideofang
technologies, capabilities, and costs. These options range from attempting to use only backup
data stored either on tapes or disk, through elaborate remote disk imaging techniques. These
techniques are all valid but, in an operational environment, niagsthought through and

planned carefully.

For example, one may choose to backup everything that is on a system, including the operating
system and its associated files. However, because the operating system files change very
infrequently, it is difficul to justify using up large amounts of tape or disk space for these files,
the bulk of which never changk an effort to backup only the associated operating system files
that do changesome will cherrypick the files known to be important just to firalit, while
FOGSYLIWGAY3T + NBO2OSNES 2yS 2N (62 GaAYLRNIFYD
an important process to ensure busineg#ical data security and availability. It is not
recommended that one use backup for collecting all theassary system configuration and

state information required in recovering a system from the ground up, unless the process of
understanding what files are needed is automated and done by solutions that are certified by
the operating system vendor.

For fasterdata protection, many companies look to disk imaging techniques to map all data to a
twin disk. For single server recovery, even two or three of the most important servers, this is an
excellent option. However, if there are hundreds of servers to recovidre event of a disaster,
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diskimaging techniques can pose some difficulties. While faster than traditional backups, disk
imaging can take 30 or more minutes to transfer data off the system disk, and that is when the
second disk is local. Transferringabytes of data over a widarea network to a remote facility
can be quite time consuming.

Often, BMR solutions require hardware components that maiekactly the hardware
configuration of the original server. Duplicating a production data center atreote location,
especially when the remote systems sit idle, can be extremely expensive. Naturally, a similar
processor must be used in the recovery system for all the applications to be able to run.
However, some barenetal recovery products require mempsizes, storage interconnect and
sizes, and exact file system sizes and mapping to be the same.

Thiscan bedue to operating system requirements or BMR solution requirements. For example,
if a disk imaging technique is used in a Windows® environmentgtheroperating system
partitions are captured and stored at the remote site, recovagnotbe done on dissimilar
hardware. When the Windows system is installed, the configuration is baselined. From that time
on, when Windows boots, it requires the mapgiof the kernel, the disk storage controllers,

and the hardware abstraction layer (HAL) to match the original baseline, or the boot will fail.

To enable the use of dissimilar hardware, customers must amend their recovery process to first

install the opeating systemonthebar¥ SG I f & 2 KSy (KS 2LISNIGAy3a aeads
will create a new baselingith the hardware configuration of that server. Once the operating

system has been applied to the hardware, service packs andixegymust be apped. Then the

system must be configured for the operational environment. All this must be done before

beginning to restore applications and dagsaking precious time, sometimes days, and

personnel. Once again, the process relies on people loggingrambering all the

configuration details needed to bring up a system.

Manual tracking of configuration changes can be fraught with dangers, especially in the case of
bare-metal recovery scenarios. Recovering one server may not push the boundaries of the
process however recovering even ten servers will. Paper logs can be lost, and electronic files
(spreadsheets, the most common configuration chaagatrol tool) can be deleted or not
transferred to the remote site or simply not used. In the event of a resgler, the personnel

most familiar with the systems and their associated configurations may not be available to the
remote site during recovery. It is necessary to rely on an automated process, without human
intervention, which stores all required datathte remote recovery site for automated use in the
recovery.

When choosing a barmetal recovery solution, finding one that integrates with your current

processes and addresses your system needs is crucial to creating successful recovery scenarios.
TheF®dza | aaSaayYSyd Aa GKIFG 9a/Qa 12YS.1asS .aw azf
to meet these criteria.
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EMC HomeBase solution overview

Recovery of any server must encompass the
entire server ecosystem. This ecosystem

includes applications and theassociated data, ~ Backup Software HomeBase
the operating system, and the hardwateach Software
_of these_layers has associategnfiguration User Application

information such as software levels, users, Data

sgcunty, performance settings and more (see ; Configuration
Figure 1). Operating System Information

Many IT shops do an excellent job of securing
the application data in backups and stop there.
9a/ Qa 1 2YS. 1 aS azftdzixzy 62N
with traditional backup, capturing poiab-time

images of critical operating system and Figure 1: System configuration layers
application configuration states to assure total

system recovery from barmetal hardware.

Hardware

dzy OG A 2y

These images, called HomeBase profiles, are created according tdafserd schedules. Once
a profile of the Production Server is created, it is sent to the Home8aser for use during a
recovery. The information contained in the pitefcontains onlyconfiguration information so its
small size makes it easy to transmit to a remote HomeBaseer.

When servers need to be recovered, these profiles are used by the EMC HomeBase Agent, also
installed on the recovery system, to bring tRecovery Server (Server B in Figure 2) to
productionstate. The HomeBase Ageli$responsibleéboth for creating and restoing profiles to
maximize ease of use.

. . Recovery Server Production Server
Automated configuration capture i :

HomeBase
Agent

TheEMC HomeBse baremetal recovery
solution, once configured, automatically snap
shots all configuration and state information
on business critical servers at the scheduled
intervals. The profile created from the
shapshot is sent to the EMC HomeBase Sen
and is bothcompared to the previous profile
and tested against usatefined business rules.

HomeBase
Profile Image

Most Recent

If the comparisons show changes in the HomeBase

Profile Image

hardware or software configurations, such as
the addition of a new application or storage
device, the EMC HomeBase Server will
generatean alert reflecting these changes. Improving significantly over manual change
management, EMC HomeBase automates the tracking of configuration changes, allowing the
administrator to verify that change management procedures have been followed and, if

Figure 2: EMC HomeBase profile and recovery cycle
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necesary, to adjust the disaster recovery plan to accommodate the change. It also allows the
administrator to back out unwanted configuration changes. If, for some reason, the EMC
HomeBase Server does not receive an updated profile at the scheduled timeytwilibe
generated notifying the administrator of the missing profile, to avoid gaps in the profiles.

Flexible support for remote deployment

Unlike a full server snapshot which can taehileto create and requires large amounts of
storage capacity ahpossibly network bandwidth, EMC HomeBase profiles take less than five
minutes to execute and require only kilobytes of storage. This makes it easy to integrate into a
production application environment unobtrusively. The small size of the profile makes t
sending the data across the network to a remote location, rather than having to schedule data
transfers across the network at gbieak hours or risk saturating the entire network. This small
footprint allows IT to build a DR plan that coincides whité business objectives rather than one
that is dictated by the recovery software. EMC HomeBase can be configured to run as often as
necessary, e.g., once an hour, or if changes to the environment rarely take place, it can be run
less frequently.

The smdlprofile size also allows many servers to utilize a single EMC HomeBase Server, gaining
efficiencies and lowering total cost of ownership (see Figure 3). One large pharmaceutical

company uses EMC HomeBase to profile 18 servers. Their EMC HomeBase bmratad at

their remote site, hundreds of miles away. According to the Storage DiréctorK S LINP FAf S &
dzLJ £t Saa GKFY wmnn éa. Qa FT2NJIff my addaasSvao

The EMC HomeBase solution supports recovery of a single server through-amubahick

graphical uer interface. Multiple servers can be recovered simultaneously through batch
interface to the EMC HomeBase Server software providing flexible recovery alternatives to align
with business needs.
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