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ά/ƻƳǇŀƴƛŜǎ ƻŦ ŀƭƭ ǎƛȊŜǎ 
need to be assured that 
they have the ability to 
resume business 
operations quickly, either 
locally or at another 
location, within twenty-
four to thirty-six hours of 
the disaster, or else face 
closing their doors 
ǇŜǊƳŀƴŜƴǘƭȅΦέ 

Executive Summary 

CIOs many not be happy about the amount of time and money it takes to protect corporate data 
assets, but the key question is this - are there solid plans in place for protecting the company in 
ǘƘŜ ŜǾŜƴǘ ƻŦ ŀ ŘƛǎŀǎǘŜǊΚ  Lƴ ǘƻŘŀȅΩǎ ŎƻƳǇǳǘŜǊ-based business environment, when business-
critical servers are down, what matters is time-to-recovery. When a disaster hits, recovery often 
starts with bare-metal servers that have to be recovered to full-production levels as fast as 
possible.  

This white paper discusses the drivers for bare-metal recovery solutions and the current options 
and issues associated with bare-ƳŜǘŀƭ ǊŜŎƻǾŜǊȅΣ ŀƴŘ ƻǳǘƭƛƴŜǎ Ƙƻǿ 9a/Ωǎ IƻƳŜ.ŀǎŜ ǎƻƭǳǘƛƻƴ for 
bare-metal recovery addresses this hot issue. In addition, both the value and the limitations of 
the HomeBase solution are reviewed, based on end-user feedback from long-time HomeBase 
customers. Key benefits of the HomeBase bare-metal recovery solution are summarized, closing 
with an overall Focus Assessment. 

Market Drivers for Bare-Metal Recovery 

Disasters come in many forms - both natural (floods, 
hurricanes, tornados, earthquakes, etc.) and man-made 
(bombings, terrorist attacks, catastrophic accidents, etc,). 
Over the last decade, awareness that disasters can destroy a 
company has risen markedly. On a smaller scale, even though 
companies employ all sorts of mechanisms to protect their 
environment against hardware failures, failures happen. In 
the event of a disaster, large or small, companies of all sizes 
need to be assured that they have the ability to resume 
business operations quickly, either locally or at another 
location, within twenty-four to thirty-six hours of the disaster, 
or else face closing their doors permanently.  

To protect corporate assets from data loss due to human 
error, most companies have developed backup capabilities. 
However, many companies have overlooked the need to 
recreate the servers themselves - the entire server - from 
bare hardware, in the event the servers fail or are physically destroyed. Some have considered 
it, but in the past, could not financially justify the expense of additional hardware, planning and 
testing. A much-cited study in Contingency Planning and Managementi found that 40 percent of 
businesses that were shut down for only three days, failed within three years. This type of 
information has given many businesses the financial push they needed to address this issue as 
part of their standard practices.  

However, addressing server recovery has been challenging due to a variety of factors which 
complicate the process.  The complexity of configuration and state information within the 
operating systems (particularly with Windows) is often compounded by the lack of any 
automated change management process, resulting in a sea of undocumented changes to OS 
areas such as the registry.  In addition, either the hardware used to recreate the servers at the 
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Server Recovery Challenges 

· Complex and changing OS 
configuration and state information 

· Lack of change management resulting 
in undocumented changes to OS (e.g. 
patches and registry changes) 

· Dissimilar hardware at recovery site 

· Bandwidth limitations making offsite 
transfer of large images impractical 

·  

 

  

new site must be exactly the same as the original hardware (which can significantly increase 
costs), or the re-creation must be able to work across dissimilar hardware. Lastly, the large size 
of OS images can limit the practicality of server imaging within a reasonable time frame and 
over limited bandwidth. All of these challenges require careful consideration and planning when 
evaluating server recovery. 

The process of recovering one or more 
application environments onto a physical 
server with no operating system or 
applications pre-loaded (bare-metal), and 
bringing it back to a production state that 
exactly mirrors the original production 
application environment is known as bare-
metal recovery (BMR). BMR is often 
performed using whatever hardware is 
available at the time, making the recovery 
that much more complex. To accomplish this 
level of recovery, simply backing up 
application data or using disk-imaging schemes, is not enough. Configuration and state 
information - operating system, user, and application - must be captured and retained as well. 
9a/Ωǎ IƻƳŜ.ŀǎŜ ōŀǊŜ-metal recovery solution offers an excellent example of how to deliver 
this critical capability, facilitating bare-metal recovery of production systems. 

Bare-metal Recovery Options  

A number of options are available to businesses for BMR. They span a wide range of 
technologies, capabilities, and costs. These options range from attempting to use only backup 
data stored either on tapes or disk, through elaborate remote disk imaging techniques. These 
techniques are all valid but, in an operational environment, must be thought through and 
planned carefully.  

For example, one may choose to backup everything that is on a system, including the operating 
system and its associated files. However, because the operating system files change very 
infrequently, it is difficult to justify using up large amounts of tape or disk space for these files, 
the bulk of which never change. In an effort to backup only the associated operating system files 
that do change, some will cherry-pick the files known to be important just to find out, while 
ŀǘǘŜƳǇǘƛƴƎ ŀ ǊŜŎƻǾŜǊȅΣ ƻƴŜ ƻǊ ǘǿƻ άƛƳǇƻǊǘŀƴǘ ŦƛƭŜǎέ ǿŜǊŜ ƳƛǎǎŜŘΦ .ŀŎƪƛƴƎ ǳǇ ŀǇǇƭƛŎŀǘƛƻƴ Řŀǘŀ ƛǎ 
an important process to ensure business-critical data security and availability. It is not 
recommended that one use backup for collecting all the necessary system configuration and 
state information required in recovering a system from the ground up, unless the process of 
understanding what files are needed is automated and done by solutions that are certified by 
the operating system vendor. 

For faster data protection, many companies look to disk imaging techniques to map all data to a 
twin disk. For single server recovery, even two or three of the most important servers, this is an 
excellent option. However, if there are hundreds of servers to recover in the event of a disaster, 
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disk-imaging techniques can pose some difficulties. While faster than traditional backups, disk 
imaging can take 30 or more minutes to transfer data off the system disk, and that is when the 
second disk is local. Transferring terabytes of data over a wide-area network to a remote facility 
can be quite time consuming. 

Often, BMR solutions require hardware components that match - exactly- the hardware 
configuration of the original server. Duplicating a production data center at a remote location, 
especially when the remote systems sit idle, can be extremely expensive. Naturally, a similar 
processor must be used in the recovery system for all the applications to be able to run. 
However, some bare-metal recovery products require memory sizes, storage interconnect and 
sizes, and exact file system sizes and mapping to be the same. 

This can be due to operating system requirements or BMR solution requirements. For example, 
if a disk imaging technique is used in a Windows® environment, where the operating system 
partitions are captured and stored at the remote site, recovery cannot be done on dissimilar 
hardware. When the Windows system is installed, the configuration is baselined. From that time 
on, when Windows boots, it requires the mapping of the kernel, the disk storage controllers, 
and the hardware abstraction layer (HAL) to match the original baseline, or the boot will fail.  

To enable the use of dissimilar hardware, customers must amend their recovery process to first 
install the operating system on the bare-ƳŜǘŀƭΦ ²ƘŜƴ ǘƘŜ ƻǇŜǊŀǘƛƴƎ ǎȅǎǘŜƳ ƛǎ ƛƴǎǘŀƭƭŜŘ άŦǊŜǎƘέ ƛǘ 
will create a new baseline with the hardware configuration of that server. Once the operating 
system has been applied to the hardware, service packs and bug-fixes must be applied. Then the 
system must be configured for the operational environment.  All this must be done before 
beginning to restore applications and data ς taking precious time, sometimes days, and 
personnel. Once again, the process relies on people logging or remembering all the 
configuration details needed to bring up a system. 

Manual tracking of configuration changes can be fraught with dangers, especially in the case of 
bare-metal recovery scenarios. Recovering one server may not push the boundaries of the 
process however recovering even ten servers will. Paper logs can be lost, and electronic files 
(spreadsheets, the most common configuration change-control tool) can be deleted or not 
transferred to the remote site or simply not used. In the event of a real disaster, the personnel 
most familiar with the systems and their associated configurations may not be available to the 
remote site during recovery. It is necessary to rely on an automated process, without human 
intervention, which stores all required data at the remote recovery site for automated use in the 
recovery. 

When choosing a bare-metal recovery solution, finding one that integrates with your current 
processes and addresses your system needs is crucial to creating successful recovery scenarios. 
The FoŎǳǎ ŀǎǎŜǎǎƳŜƴǘ ƛǎ ǘƘŀǘ 9a/Ωǎ IƻƳŜ.ŀǎŜ .aw ǎƻƭǳǘƛƻƴ Ƙŀǎ ǘƘŜ ŎŀǇŀōƛƭƛǘƛŜǎ ŀƴŘ ŦƭŜȄƛōƛƭƛǘȅ 
to meet these criteria. 
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EMC HomeBase solution overview 

Recovery of any server must encompass the 
entire server ecosystem. This ecosystem 
includes applications and their associated data, 
the operating system, and the hardware. Each 
of these layers has associated configuration 
information such as software levels, users, 
security, performance settings and more (see 
Figure 1).  

Many IT shops do an excellent job of securing 
the application data in backups and stop there. 
9a/Ωǎ IƻƳŜ.ŀǎŜ ǎƻƭǳǘƛƻƴ ǿƻǊƪǎ ƛƴ ŎƻƴƧǳƴŎǘƛƻƴ 
with traditional backup, capturing point-in-time 
images of critical operating system and 
application configuration states to assure total 
system recovery from bare-metal hardware.  

These images, called HomeBase profiles, are created according to user-defined schedules. Once 
a profile of the Production Server is created, it is sent to the HomeBase Server for use during a 
recovery. The information contained in the profile contains only configuration information so its 
small size makes it easy to transmit to a remote HomeBase Server.  

When servers need to be recovered, these profiles are used by the EMC HomeBase Agent, also 
installed on the recovery system, to bring the Recovery Server (Server B in Figure 2) to a 
production state. The HomeBase Agent is responsible both for creating and restoring profiles, to 
maximize ease of use. 

Automated configuration capture 

The EMC HomeBase bare-metal recovery 
solution, once configured, automatically snap-
shots all configuration and state information 
on business critical servers at the scheduled 
intervals. The profile created from the 
snapshot is sent to the EMC HomeBase Server 
and is both compared to the previous profile 
and tested against user-defined business rules. 
If the comparisons show changes in the 
hardware or software configurations, such as 
the addition of a new application or storage 
device, the EMC HomeBase Server will 
generate an alert reflecting these changes. Improving significantly over manual change 
management, EMC HomeBase automates the tracking of configuration changes, allowing the 
administrator to verify that change management procedures have been followed and, if 
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necessary, to adjust the disaster recovery plan to accommodate the change. It also allows the 
administrator to back out unwanted configuration changes. If, for some reason, the EMC 
HomeBase Server does not receive an updated profile at the scheduled time, an alert will be 
generated notifying the administrator of the missing profile, to avoid gaps in the profiles.  

Flexible support for remote deployment 

Unlike a full server snapshot which can take awhile to create and requires large amounts of 
storage capacity and possibly network bandwidth, EMC HomeBase profiles take less than five 
minutes to execute and require only kilobytes of storage. This makes it easy to integrate into a 
production application environment unobtrusively. The small size of the profile makes trivial 
sending the data across the network to a remote location, rather than having to schedule data 
transfers across the network at off-peak hours or risk saturating the entire network. This small 
footprint allows IT to build a DR plan that coincides with the business objectives rather than one 
that is dictated by the recovery software. EMC HomeBase can be configured to run as often as 
necessary, e.g., once an hour, or if changes to the environment rarely take place, it can be run 
less frequently. 

The small profile size also allows many servers to utilize a single EMC HomeBase Server, gaining 
efficiencies and lowering total cost of ownership (see Figure 3). One large pharmaceutical 
company uses EMC HomeBase to profile 18 servers. Their EMC HomeBase server is located at 
their remote site, hundreds of miles away. According to the Storage Director, ά¢ƘŜ ǇǊƻŦƛƭŜǎ ǘŀƪŜ 
ǳǇ ƭŜǎǎ ǘƘŀƴ млл a.Ωǎ ŦƻǊ ŀƭƭ му ǎȅǎǘŜƳǎΦέ 

 

The EMC HomeBase solution supports recovery of a single server through a point-and-click 
graphical user interface. Multiple servers can be recovered simultaneously through batch 
interface to the EMC HomeBase Server software providing flexible recovery alternatives to align 
with business needs. 


