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Executive Summary

Many companiesre running theibusiness critical applicatiors Microsoft® Windows Serveét on
Intel® -basedplatforms, with constantlyincreasingusiness continuitgnd availabilityrequirements As
a result|T organizations have beg@ushing server and software vendorsrfare costeffective, highly
availablesystemslsers are asking, Ivéndorswere able to produce
high reliability and availabilityin mainframec | as's sy st e mEY Y N - Tat=1aV s 2008,
theydeliver similar capabilities inWindowsserverclasss y st e ms )
Recent advances in the Windows Server operating system, server RSl RelaRis[CHN =@
chipsets and server hardwarenow allowing for mainframeclass

reliability, availability, and serviceabilityRAS) to IT organizations, Express5800/1000
without requiring a mainframelass budget. Series based on the

This white paper describesppwerfulhardwaresoftware and firmware [l g2 ARtz aTI011 A
combinationfrom Microsoft, Intel, and NECGyhich allows processors,
memory, and I/O to be dynamically allocated to a partitioned operatifiGhE= I Mel i SRl

environment lfot add) during peak processing times,dynamically excellent example of
swapped out (hot replace) in the event of failing components, all
without having to reboot the operating system. how high availability,

Dynamic Hardware Partitioningmplemented in th&lEC flexibility and
Express5800/1000 Series Senmmased on thintel® Itaniunt 2 :
processorunning Windows Server 2008ffers high availability and responsiveness can be
flexible resource managemekorking together, these components B P FAVZ=Y2=Ye Bo) a A"\ 1 aTe [0 )V A
detectfaulting processors or memoegarly on sdheycanbe replaced,
with no interruption to the critical running OS or applicatiamst ( servers, through a
replace) before a systerwide failure In addition, when a business partnership of
critical application needs extra processor, memory op#formance,
Dynamic Hardware Partitioning enables the addition of these resour@estlgo Ve =il E =
to an already running hardware partition. Windows Server 2008

recognizes the new hardware and automatically expands its operati and software.
environment to take advantage of the nesoueces.

To achieve these mainfraratass capabilitieshe NEC platform leverages the strength of the Itanium
architecture, including theophisticatearror handling capabilities ¢f n t laylerédsMachine Check
Architecture (MCA). TheNEC Express5800/1D Series Servatlso utilizes thadvanced Windows

Hardware Error Architecture (WHEA), with its enhanced error recovery and analysis, and coasistent
format. Lastly, kuilding on the hardware and firmware laydt® new Dynamic Hardware Partitioning
capabilities in Windows Server 2008 bring the hot add and hot replace functions to the Operating System,
allowing dynamic resource management to occur with no disruption to the running OS and/or its
applications.
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Dynamic Hardwaréartitioninghas somesimilarities to
server virtualizationBoth can have multiple operating
system environments running on the sgoigsical
server. HoweverDynamic Hardware Partitioning
deliversthe ability have tight control of the hardware
resources to dynamically alloca physical hardware to
increase performance, to dynamically replace faulting
hardware without outages, and to dedicate 1/O to spec
tasks.

Windows Server 2008, running ametNEC
Express5800/1000 Series Serbased on the Intel
Itaniunt® 2 processooffers an excellentexampleof how
high availability flexibility and responsivenessn be
deliveredon Windowsserves, through a partnership of
hardware, firmware and software, from NEC, Intel and
Microsoft.

State of the Industry

In the 1970slarge IT organizations ran themission
critical workloads on mainframe systems whére t
hardware, firmware, and operating system environmer
weregenerallyarchitected, developetestedand
released by the same venddtis had tremendous
benefits in developiperrorhandling, and both physical
and logical partitioning of the resourogkich madeor
an extremely efficient, flexible, and highigliable and
available systenit also made for an extremely
expensive system.

Today,the hardware, firmware, and opéing systems
are architected, developed and released by many
different vendors. Thidynamic has created competitior
at every level and has significantly brought down the
cost of systems but it also makes creating an integratg
system focused on high ratiility, availability and
serviceabilitymorechallenging For example, at the
hardware level, the memory, processors, |/Cebuand

I/O devices have error reporting as part of their interface
description. Each hardware component provides differ e

levels of error handling information. Even different
chipsets from the same vendwoebuilt with different
capabilities.These errors, if not handled by the hardwa
must be passed to the operating system (OS). The OS
including device drivers (often writtdsy companies
other than the OS vendor), must handle the error or
ignore it, depending on the error handling capabilities

Definition of Terms

Error Handling i Method by which errors or
faults are captured, processed and logged. Eq
component in a systemay havets own error
handling caphilities and interfaces to other
components. When a component is not able tq

ifigorrect an error, these errors are passed up th
architecture stackrom the hardware to the
firmware andootentially all the way to the
operating system.

Hardware Partitioning 1 First introduced in
the 1970s in mainframelass systems to increag
utilization of processor and memory resources
With hardware partitioning, groups of
processors, memory, and I/O are bundled into
electronicallyisolatedunits each running its own
instance of an operating system.

High Availability 7 Absolute operational
continuityover a predefined time period.

U Relative to 100% availability, a commgoal is
to achieve 99. 999% a\

Hot Add i Ability to add hardware component
sud as memory, processors, and/or bi®dedo
a running operating environment without havin
to stop application processing and reboot the
system.

Hot Replacei Ability to move the entire state
of a processor and its memory to another
processor and memowjithout rebooting the
server Hot replace requires identical processo

dand memory configurations because registers
must align completely.

Out-of-Band Managementi Ability to

| _monitor and manage a system and/or its
ponents from a management device/syste
with control capabilities available whether the
system is powered on or not.

I com

1)

reServer Partitioning i Ability to divide a

» single system into more than one server
operating environment or server. This can be
accomplishedby physicallyconfiguring
componentstahe hardware levelr logically
configuring those same resources through ser
virtualization sftware
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Furthermorethe mainframeclass ability to physically partition a systémprocessors, memory and 1/0O
channeld (allowing multipleenvironments to share one physical server to give greater flexibility in
managing workloadg)as been effectively absentWindowsserverclass system®nce again, this level
of flexibility requires extended capabilities and coordination between thensysirdware and the
operating systeprand has not been prevalent in sefvased operations

Overcoming Challenges

High availability of business critical applicatiohas becoma requirementoday from the enterprise to
the SMB To helpaddress this grirement, IT organizatiorgenerallypurchase servers with redundant
component$ fans, power supplies, network and storage interfates;lowever,most servers are not
capable of supporting redundant processors and memory in the same chassis.

High availability clustering solutions providéhe ability to monitothe clusteredystens for failures, and

thenautomatically restart the businesdtical applicatiorfs) on another

» systemin the event of a failur@Vhile this minimized the amount of

ASystem downtime fom a failure, it does not eliminate it. In additioegdundant

performance and failover systemsan become quite expensive, not only iq capit_al c_ost'ﬁnbut
power, codhg, spaceand manageentof these systemstill, while high

CVEEVJIAACTCRGIYA | availability (HA) clusters may be costlthey are still less expensitiean
benchmarks for

mainframeclass system®r the cost of an extended outage

High availability does not onlgemandcontinuous processing but also
our customers. implies the ability to allocat@nd/or reallocate)resources to critical
Th ey expect dial- a_pplicgtio_nsas the business requird$e introduction of server _
virtualization on Windows Servers has, for some applications, provided a

tone level greater level of flexibility in this
service R virtualization solutions can or_1|y aIIo_cate Iog_ig:al resourh‘dﬂe physical

' resources of a serveeach their maximum utilizatigrihere are no
mechanisms to add more physical resources to that server.

What IT has been requesting of vendors is a server that takes a lesson from the mainfraniéisorld

system musbearchitected to be inherently reliable, availakerviceabland flexibleat an affordable

price.As one Vice President of a large onlinég nanc i al services company st at
and availability are key benchmarks for our customers. €kpgct diat one | evel service. 0

Bringing Mainframe Capabilities to Windows Servers

Creating highhyflexible, reliable, available, and serviceable systémom the ground upakes cooperation
and communication from all components in the syssdinoththe hardware and softwatevels The
advancesitMi cr osof t 6 s Wi mithdDyramicSHamwaee PartRidhi@gd DHRNd
improvedWindows Hardware Error Architecture (WHEApgether with the Int&litaniunt 2 processor
with Machine Check Architecte (MCA) hasallowed NEC tdbuild ontheir history in mainframelass
systems to creae highly integratedfexible, reliable, available, and serviceallerver in theiNEC
Express5800/1000 Series Server

Solution Overview

NEC has used the advancedtigas ofWindowsServer 2008 and the Intkanium 2 processor with
Machine Check Architecturt® enable dynamic hardware partitioning witb@mprehensiverror
handling and management architectwithin theNEC Express5800/1000 Series Servdra highlevel,
the solutiorallows an administrator tasehardware partitioimg to dividea multiprocessor system into

© 2007 Focus Consulting Page 4
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several physically distinct serveisee Figure 1all running their ownnstance of Windows Server 2008
Theadministrator can thedlynamicallyreconfigure the hardware partitions based on paiag real
timeto address both error recovery and performance optimization.

NEC Express5800/1320 Series Server

Server 1 Server 2 Server 3
A

Operating System

Memory Memory

Operating System

Memory

Operating System

Memory

Figure 1: NEC Express5800/1328eries Server32processor systennardware partitioned into three servers

This platformpermits the administrator 8et thresholdassociated witlprocessor utilization and
correspondingpolicies for automatically adding mofielle and unallocated)rocessa and memory to
the partition when utilizatiofevels exceéthe threshold (haadd) The administrator can alset
thresholds foprocessor and memory faultsth correspondingpolicies forautomaticallytransitioning
processing fronthe failingset of processors and memorystable(idle and unallocatedyrocessors and
memory all withoutneeding to reboot the operating system or restart the applicatiorejtece) This
gives the administrator a high level of flexibility to proactivatidresdoth failing processors and over
utilized processor environmenteeping business critical applications up and running efficiently
24x7x365 days a year.

Solution Architecture

Thecapabilities of althree vendotechnologiesrekeyto the overall solution. Each contributesthe
ability to performdynamichardware paitioning, that is, hot add of processors and memory and hot
replace of processors and memawithin theNEC Express5800/1000 Series Sertveensurehat
business critical applications remain up and runmiitg optimal performanceAt theprocessoand
memorylevel, as shown in Figura theDualCorelntel Itanium 2 processors incorporate the Machine
Check ArchitecturédMCA) which handles anceportsfaults associated with the processors and the
memory.Faultsare passed to the NEHExpress5800/1@layer, implemented in firmwaréhen on to the
Microsoft Windows Hardware Error Architecture (WHEA) for handlargl loggingat the operating
system levelThis tight integration ohardware, software, and firmware collaboratingeator detection,
correctionandmanagement provides the foundation for high RAS and flexibility.

© 2007 Focus Consulting Page 5
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System . .
Software Microsoft Windows Server 2008
with Dynamic Hardware Partitioning
NEC Express5800/1000 Series
Service
GlobalMaster Processor System
Firmware

System
Hardware/ ' ’

Firmware Processor Abstraction Layer (PAL)

Figure 2: NEC Express5800/1000 Series Senynamic Hardware Partitioning Architecture
Dual-Core Itanium® 2 Processors with Machine Check Architecture (MCA)

All processors have to perform some level of error/fault handling. One of the critical differentiators
between processors is their ability to detect, automatically correct and report these errors. The Intel
Itanium 2 processors were designed for kegldreliability and availability of business critical

applications, utilizing a sophisticated, layered error handling architecture called Machine Check
Architecture. A key component of the MCA is its firmware layer called the Processor Abstraction Layer
(PAL). PAL is capable of correcting and logging abit errors (see Table 1) and handlingep99.99%

of all processor hardware errors, potentially including multiple errors simultaneBustgssors with

fewer error handlingapabilitiesthan the Intel Itaium 2 processomust send more errors directly to the
operating system for handlinBeducing the number of errors sent to the operaistenboth improves

error handling performance (and system performance) and reduces the opportunities felesgstem
failures.For cases where the PAL is not able to handle the error, it is handed to the System Abstraction
Layer (SAL), as shown in Figure 2, for handling or to be passed to the operating system. The value of
logging and handing off error information feet SAL is that the system is made aware of these
errors/faults and can react to faulting processor(s) or memory proactively, beformatme inducing

failure occurs.

© 2007 Focus Consulting Page 6
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i : Intel Xeon® ®
RAS Feature Typical Intel ltanium Intel Xeon

Mainframe 2 Platforms w\p platforms  Platforms

Cache ECC Coverage P P P P
Memory single device error correct P P P P
Memory retry on doubkbit error P P P P
Error recovery on data bus (ECC) P P P

Internal logic soft error checking P P

Bad/poisoned data containment P P

Cacle reliability P P P

Memory sparing P P P P
Memory mirroring P P P P
Hot Plug I/0 (PCIX, PCI Express) P P P P
Memory hot swap P P

Table 1: DualCore Itanium 2 Processor ErroCoveragé
NEC Express5800/1000 Series®
TheNEC Express5800/1000 Seriesn&s has the 64it DualCore Intel Itanium 2rocessor at its heart

for high reliability and faster proc’éAcsbel\ng. Added
chipset with its massive 24MB cache memory for increased performance. Each NEC3BQ0E300
SeriesServer s di vided into processor and memory #dAcell s.

up to 64 Gigabytes (GB) of memory along with the 1/0 bus connection. Tbkigset provides high
speed/low latency interell cacheto-cachedata transfers.

At the system level, NEC has implemented the System Abstraction Layer to interface withithn Ita

Machine Check Architectures well agedundanService Processsthat monitor and manage overall

system configuration and healffhe Service Processatan be accessed either through a command line
interface (CLI) or through the GlobalMaster management consoleTd€IService Processyprovide
theDynamic Hardware Partitioninghich allows the administrator to partition and repiart the

hardware cellsiepending ombusiness priorities and policiéSn the NEC Express580@Q0 Series, &h

partition is made up of one or more cells and may have an operating system assigned to it or it may be
reserved as spacells. With hardware pditioning, each operating system and partition defines a

standalone server, physically separate from the other partitions, with no concept of the other environments
within the system

© 2007 Focus Consulting Page 7



6/29/2007

@ FOCUS Version 2.5

Focus Ong¢
Increasing Availability Through Dynamic Hardware Partitioning

The GlobalMaster has two components, the GlobalMaster managemediaicimtand the GlobalMaster

agent (GMA). The Gl obal Master management interfac
out-of-band management and configuration capabilities. This component communicates with both the

Service Processor, for configurati and/or reconfiguration actions, and the GlobalMaster agent. The
GlobalMaster agent is a small agent that sits on top of Windows to collect information about the state of

the system.

Windows Hardware Error Architecture (WHEA)*

The Windows Hardware Errdkrchitecture provide enhancedupport for error recovery and root cause
analysis of hardware errotisrougha coherent hardware error infrastructure. WHEA takes advantage of
the extensive error information available today from hardware, such as theuaté&lore Itanium 2
Processors and the NEC @hipset. This architecture provides:

More extensive error datnd loggingn a standard format
Recovery mechanisnfer hardware errors
Usermode error management applications such as those used by the Gkibahgent

Furthermore, this architecture is extensible so as hardware advancements atba\Wdajows
operating system can accommodate the changes.

Windows Dynamic Hardware Partitioning (DHP)®

DynamicHardwarePartitioningis the ability to dynamicalhassigrandreplace/reassigphysical

hardware to specific hardware partitioftsis characterized through the ability to hot add and hot replace
hardware components, such as processors, memory, and I/O to a predefined hardware partition, such as
those cafiguredon an NEC Express5800/1000 Series SerWindows Server 2008 suppsitot add of
processors, memory, and I/O host bridges, and hot replace of processors and memorjtshrough

Dynamic Hardware Partitioning implementation.

Pulling It All Together i NEC Express5800/1000 Series

Througha bestof-breed implementatiothat combinedi cr osof t 6 s Dy nami withHar dwar
the advanced capabilitie$ theIntel Itanium2 processds Machine Check ArchitecturandWindows

Hardware Error ArchitecturetheNEC Express5800/1000 Series Sempmvides mainframeclass RAS

and flexibility to thes&Vindowsserver systems:igure 1 showsraNEC Express5800/1328eries 32

processor system partitioned into three servers; one contéiningellsand the other two each

containingtwo cells.

The GlobalMaster can st upto automaticallyand dynamicallyeconfigure partitions given the
following three scenarios:

Processor/memory faditased repartitioning
Processor utilizatiofvased repartitioning
Time-based repartitioning

The processor utilization and processor/memory faasted scenariosnt er act wi t h bot h Mi
Windows Hardware Error Architecture angramicHardwarePartitioning tohelp ensure cotnuous

processor and memory availabilityrfthe applications running on the businessical partitions. The

time-based repartitioning enables flexible utilization of the resout4gs.

© 2007 Focus Consulting Page 8
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Fault-based Repartitioning (Hot Replace)

Faultbased repartitioning G NEC Express5800/1000 Series Serawws one or more partitions to

have processor/memocgllsa ut omati cal ly replaced wirestditt a figoodo
applications oreboot the system. An adnstratormight choose to run a large businesiical

application on a 4ell parttion, a customer service application on-eell partition and leave the two

cells available as spares as shown in Figure 3. The atiratorwould perform this partitioning through
the GlobalMastemanagemerninterface.There is also a GlobalMaster agé@GMA in Figure 3)that

resides on each of the portioned operating systems. This agent monitors the health of the system by
communicating directly with the OS, and provides updates on the server health to the GlobalMaster
management system. This allows #wministrator to manageut-of-band many server partitions from
one location. It also giwthe admimstratoraccess to the hardware if, for some reason, the operating
systems down.

Faults happen on both processors and in memdfigen a processor oramory is failing, the number of
faults will increaseTo avoid downtime due ta complete failurethe administrator wouldse the
GlobalMaster management interfacetmfigure a threshold for the maximum number of faults to be
allowed If the thresholdd met or exceeded, tlell containing the faulting processor or memaaguld
bereplacdwith a new cell, before unrecoverable errors happen which would take down the server.

NEC Express5800/1320 Series Server

Business Critical Customer Support
-GMA oS Spares OS

Memory

GlobalMaster
T~

Out of Band

Management
PC CPU||CPU||CPU|

Memory

Service Processor SAL/Sys Firmware

Figure 3: Hardware partitioned NEC Express5800/13PSeriesServemwith two partitions and two spare cells

Communications between the processor layer, the systems layer and the operating system layer of the
architecturas essential for enabling a smooth transition from one set of processors to anctwali h

Core Intelltanium 2processorsthrough the Machine Check Architectucemmunicatehe information

on the number of faults or erraisthe System Abstraction Layer (SAL) firmwar€helntel Itanium

Machine Check Architectuneill correct most %bit errors within the processor hardware or firmware,
called the Processor Abstraction Layer (PAL). If the PAL is not able to handle the error, it is handed to
the System Abstraction Layer (SAL) for handling or to be passed to the operating $ysteshNEC

© 2007 Focus Consulting Page 9
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Express5800/1000 Series Sermanning Windows Server 2008, the S&ienpasses the errors on to the
Windows Hardware Error Architecture (WHEA) to handle/log the errors, as shown in Fidtitee?
number of errors meets or exceeds the thresholdcassh Figure 4, th&lobalMasteragent on the
server alerts the GlobalMaster management system \vtiiicties a replace.

Figure 4: Error threshold on a processor is reached
As shown in Figure 4, the following actions takaqa to trigger a fault threshold:

1. Within the Machine Check Architecture, the PAL on each processor notifies the SAL of errors for
resolution or logging.

2. The SAL then passes these errors to Windows Server 2008 WHEA either for resolution and/or
logging.
TheNEC GlobalMaster agent monitors the errors reported.
The GlobalMaster agent passes the information on to the GlobalMaster management system.

If the threshold for faults is hit, the GlobalMaster communicates with the service processor to
initiate a replae.

The Gl obal Master communicates with the Service Pr
address space (see Figure®)e Service Processanstructsthe SALto communicate with the Windows

Server 2008 Dynamic Hardware Partitioning irlede t o r epl ace t hemerhoayi | i ng
contents and context
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